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DETAILED ACTION 

1 Applicant's arguments filed September 17, 2007, have been fully considered. 

2. Claims 1-19 are pending and have been examined. 

Response to Amendment 

3. Applicant's arguments with respect to the prior art have been considered but are 
moot in view of the new ground(s) of rejection. 

Continued Examination Under 37 CFR 1.114 

4. A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

6. Claims 1-19 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Takaragi et al. (US Patent 6,141,421, hereinafter Takaragi). 

Regarding claims 1 and 7, Takaragi teaches 

a method of data encryption in programming of a control unit comprising: 



Application/Control Number: 10/090,718 Page 3 

Art Unit: 2136 

encrypting a complete stream of data to be transmitted in a programming 
unit using a first key, wherein a byte by byte encryption of the complete 
stream of data is capable of being performed, and wherein no byte-wise 
allocation between input and output data occurs (col. 5, lines 4-25, 
encryption and compression are performed together); 
transmitting the data that had been encrypted to the control unit via a data 
line (col. 5, lines 4-25, encrypted and compressed message sent to 
receiver); and 

decrypting the data that had been encrypted in the programming unit 
using a second key provided in the control unit (fig. 19, col. 14, lines 58- 
67, decoding process); 

wherein: successive bytes during encryption are provided with an index i, 

where i = 0.12 an encrypted bvte n* is formed from an unencrypted 

bvte n according to the following, a starting value n.i being used for 
decryption and encryption (col. 13, lines 45-67, first n bits): 

n-i = So 

n. = n t <<<^n)_\®S , , * (col. 9, lines 30-45, cyclically shifting 
bits and exclusive OR operations) 

an unencrypted bvte n is formed from an encrypted bvte n* according to 
the following: 
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(col. 9, lines 30-45, cyclically shifting bits 



and exclusive OR operations) 
Regarding claim 1 1 , Takaragi teaches 

performing an encryption of a complete stream of data in accordance with 
a table and a hash function (abstract, hash function), wherein a byte by 
byte encryption of the complete stream of data is capable of being 
performed, and wherein no byte-wise allocation between input and output 
data occurs (abstract, input M, output longer). 
Regarding claim 12, Takaragi teaches 

wherein the computing unit includes an electronic computing unit in a 
programming unit (col, 6, lines 1-13, apparatus). 
Regarding claim 19, Takaragi teaches 

wherein there is no bit-wise allocation between input and output data 
(abstract, input M, output longer). 
Regarding claim 13, Takaragi teaches 

performing a decryption of a complete stream of data in accordance with 
a table and a hash function (abstract, hash function), wherein a byte by 
byte decryption of the complete stream of data is capable of being 
performed, and wherein no byte-wise allocation between input and 
output data occurs (abstract, input M, output longer). 
Regarding claim 14, Takaragi teaches 
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wherein the computing unit includes an electronic computing unit in a 
control unit (col. 6, lines 1-13, apparatus). 
Regarding claim 15, Takaragi teaches 

a program code executable on a computing unit for performing an 
encryption of a complete stream of data in accordance with a table and a 
hash function (abstract, hash function), 

wherein a byte by byte encryption of the complete stream of data is 
capable of being performed, and wherein no byte-wise allocation 
between input and output data occurs (abstract, input M, output 
longer). 

Regarding claim 16, Takaragi teaches 

a program code executable on a computing unit for performing a 
decryption of a complete stream of data in accordance with a table and a 
hash function (abstract, hash function), wherein a byte by byte 
decryption of the complete stream of data is capable of being performed, 
and wherein no byte-wise allocation between input and output data occurs 
(abstract, input M, output longer). 

Regarding claims 2 and 8, Takaragi teaches wherein the first key and the 
second key are identical (col. 3, lines 25-50, DES algorithm). 

Regarding claims 3 and 9, Takaragi teaches wherein the first key and the 
second key are not identical (col. 16, lines 10-20, RSA algorithm). 
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Regarding claim 4, Takaragi teaches wherein each one of the first key and the 
second key includes a table that is accessed by a hash function (col. 11, lines 35-55, 
hash function). 

Regarding claim 5, Takaragi teaches wherein at least one of the first key and 
the second key is implemented in an electronic circuit (fig 15, 1508, random number 
generator). 

Regarding claim 6, Takaragi teaches wherein at least one of the first key and 
the second key is implemented in the form of a computer program (fig. 13, col. 11, 
lines 35-55, output of hash function is used as work key). 

Regarding claim 10, Takaragi teaches wherein the programming unit and the 
control unit each includes an electronic computing unit and a memory module that are 
linked together by a data bus (col. 6, lines 1-13, apparatus). 

Regarding claims 17-18, Takaragi teaches wherein there is no bit-wise 
allocation between input and output data (abstract, input M, output longer). 
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Conclusion 

7. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to David Garcia Cervetti whose telephone number is 
(571)272-5861. The examiner can normally be reached on Monday-Tuesday and 
Thursday-Friday. 

8. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on (571)272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

9. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/David Garcia Cervetti/ 



